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CONTINUITY & RECOVERY PLAN
RISK IDENTIFICATION AND ASSESSMENT 

Computer Systems

	Risk
	Possible Causes
	Main Impacts
	Likelihood H/M/L
	Impact H/M/L
	Overall Risk H/M/L
	Plan 

	Full loss of computer system – short term (hours)
	· Major theft (hardware)

· Virus (software)

· Fatal error in server (hardware / software corruption)

· Failure of clinical software


	· Recent electronic records lost 

· Staff data at risk

· Unable to support services
· Customer/GP/CCG dissatisfaction and complaints
· Unable to support clusters with IA clinics and possible impact on county wide provision


	M
	L
	L
	Included within section 2.2
Short Term - Re-locate to nearest practice/CCG with working clinical system

Key staff can work from home via secure vpn if it is only a local hardware problem    



	Full loss of computer system – long term (days / prolonged period)
	· Fire

· Virus (software)

· Fatal error in server (hardware / software corruption)

· Failure of clinical software

· Natural occurrences – see premises sections
	· Recent electronic records lost 

· Staff data at risk

· Unable to support services
· Customer/GP/CCG dissatisfaction and complaints
· Staff wellbeing


	L
	H
	M
	Included within section 2.2
Short Term - Re-locate to nearest Practice/CCG or staff work from home    
Long Term – to hire a Portacabin/offices and equipment to enable business continuity
Systems are backed up but introducing more robust systems now that the organisation has grown in size. Investigating cloud based system for additional back up.



Personnel

	Risk
	Possible Causes
	Main Impacts
	Likelihood H/M/L
	Impact H/M/L
	Overall Risk H/M/L
	Plan 

	Loss of Clinician
	· Accident

· Illness

· Death

· Resignation

· Disappearance

· Jury service long term
	· reduction in service provided 
· additional workload for remaining clinicians
	M
	M
	M
	Included within section 2.10

	Loss of key staff
	· Accident

· Illness

· Death

· Resignation

· Disappearance

· Jury service long term
	· Loss of continuity or essential functions / data / expertise
	M
	M
	M
	Included within section 2.11

	Industrial action
	· Dispute
	Closure of premises
	L
	M
	L
	Not planned in view of low likelihood


Clinical

	Risk
	Possible Causes
	Main Impacts
	Likelihood H/M/L
	Impact H/M/L
	Overall Risk H/M/L
	Plan 

	Infection – no clinical work is carried out in GDoc’s premises. All clinical work is done at hub locations and local policies are followed at each site
	· N/A
	· 
	L
	L
	L
	We ensure that clinicians familiarise themselves with each location’s local procedures in respect of infection control

	Epidemic / Pandemic


	· National Alerts

· PCO initiated responses

· Public health incidents
	· Staff being infected
· Disruption in day to day activity

· Potential for cross-infection within the premises
	L
	H
	M
	Included within section 2.17


Premises

	Risk
	Possible Causes
	Main Impacts
	Likelihood H/M/L
	Impact H/M/L
	Overall Risk H/M/L
	Plan 

	Total long term loss of telephone system
	· Long term failure due to macro premises events

· Long term failure due to software faults / virus

· Long term loss due to BT / supplier system faults
	· Urgent need to redirect calls

· Staff unable to make contact
· Need to communicate failure to customers/GPs/CCG
· Alternative arrangements required within hours
	L
	H
	M
	Included within section 2.7
Re-direct calls to company mobile or mailbox with recorded message

	Short term loss of telephone system
	· Short term crashes to system

· Power fluctuation

· BT / supplier system faults
	· Staff unable to contact the business
· Customers unable to contact the business
	M
	L
	L
	Included within section 2.7

	Problem with GHAC premises
	· IT outage

· Building issues
	· GHAC hosts a number of clinics in GHAC premises 
	M
	M
	L
	Clinics would be rearranged on a different site



	Problem arising with a GP practice/Community Hospital that hosts a clinic
	· Building issue

· IT outage
	· Could affect clinics on these premises
	M
	M
	L
	Clinics would be rearranged on a different site



	Total long term loss of access to building


	· Fire, flood, terrorism, arson

· Action taken by statutory authorities
	· Major problem for business continuance

· Termination of patient care
	L
	H
	M
	Included within section 2.1, 2.15, 2.16, 2.18

	Total short term loss of access to building


	· Fire, flood, fire alert
	· Short term evacuation procedures
	M
	L
	L
	Included within section 2.1, 2.15, 2.16, 2.18

	Damage to Building

Roofing

Glass

Brickwork

Fencing

Paving / Roadways


	· Vandalism

· Burglary

· Weather

· Terrorism

· Accident

· Vehicle impact
	· Unsafe for staff

· Need to close
	M
	L
	L
	Included with section 2.1

	Loss of electricity
	· Fault within building

· Fault outside building

· Wider / regional disruption to supply
	· Loss of computer systems

· Loss of lighting

· Loss of fire alarm

· Darkness


	M
	L
	L
	Included within section 2.8

	Flood or loss of water supply
	· Internal leakage

· External pipe/ sewerage works

· River

· Underground damage
	· Minor repair works may cause minor disruption

· Total loss of water supply

· Total loss of toilet facilities

· Loss of hand-washing facilities
	M
	H
	H
	Priority risk included in section 2.1, 2.13, 2.18


 GDOC CONTINUITY AND RECOVERY PLAN

Contents (sections)

1 Introduction

Source Documentation

Responsibilities

Cascade Procedure

2 Immediate Responses following a Significant Event:

2.1 Business Building – Long or Short Term Loss of Access to Building

Evacuation of the Building and the Emergency Services




Establishing an Emergency Control Centre




Immediate Communication Issues




Damage Assessment




Communication with Staff/Customers/CCG
2.2 Loss of Computer System

Short term loss

Long term loss

2.3 Loss of Access to Records

2.4 Emergency Security of Non-Patient Procedural Records, Protocols, and Clinical Guidelines and Information.

Essential Forms Lists

2.5 Hardware and Software Specifications

2.6 Essential Equipment

Essential Equipment List

2.7 Loss of Telephone System

Short term Loss

Long Term Loss

2.8 Loss of Electricity Supply

2.9 Loss of Gas Supply

2.10 Incapacity of GP/Nursing Staff 

2.11 Incapacity of Staff

2.12 Loss of Burglar Alarm

2.13 Loss of Water Supply
2.14 Supplier Failure 
2.15 Fire 
2.16 Flood – Internal Floor and External Flood 
2.17 Epidemic / Pandemic 
2.18 Response to Major Incident – Accident or Terrorism 
Practice Telephone Numbers

Key Computer Saved Files and their Locations

PCO and Health Service Contact List

Other Contacts

Communication Cascade

1
Introduction

The purpose of this Continuity Plan is to provide both a first response and a framework under which the business may be managed and continue to operate under exceptional and adverse circumstances. 

Source Documentation

This Plan includes the business response to some key risks which have been identified by the Board and Business Manager, Vee Scott, and the Risk Assessment document is appended at the end of this document.  
General Responsibilities

Business Manager, Vee Scott or as her deputy, Lisa Carey, Business Development Manager
Responsible for:
· Reviewing the plan twice yearly or at agreed intervals

· Updating the plan as changes occur (e.g. in personnel)

· Holding a copy of the plan at work and at home.  A downloaded or printed copy should be kept in case email is inaccessible
· Ensuring that clients receive up to date information regarding the situation by the designated means (see below)

· Liaising with the CCG and other health bodies / services where relevant
Board
Responsible for:
· Holding a copy of the plan.  A downloaded or printed copy should be kept in case email is inaccessible
· Contributing to the plan content

· Initiating response / recovery action as detailed below

· Liaising with the press / media if appropriate

Staff

Responsible for:
· Contributing to the plan content

· Advising the Business Manager, Vee Scott, or her deputy (see page 11), of changes to personal circumstances to allow the plan to be updated

· Dealing with staff enquiries and informing other health service personnel as directed

This plan will be distributed to the Board and staff to hold on site.  Updates and contributions or comments will be invited from everyone.

The Board and the Business Manager, Vee Scott or her deputy (see page 11) as a collective body will be responsible for implementing the plan in the event of a recovery situation. 

Cascade Procedure

Staff will communicate with each other on a cascade system and are individually responsible for informing the staff below them in the communication hierarchy. In the event of a cascade situation and the absence of a key staff member, responsibility will fall on the person above the absentee in the cascade system to inform those staff ‘below’ the absentee. See Communication Cascade at the end of the document.
  
2.
IMMEDIATE RESPONSES FOLLOWING A SIGNIFICANT EVENT – Eastgate House (GDOC) 
2.1 Long Term or Short Term Loss of Access

Many of the sections below will refer to the procedures outlined in this section relating to adverse effect on the building or part of it.

If the building becomes unavailable for use for any reason, suitable alternative accommodation must be identified. GDOC can re-locate to a local GP practice or space within CCG.
In the short term staff are to be requested to telephone the office to listen to the recorded message which will give up to date instructions. This number may, in due course, be transferred to the company mobile for permanent monitoring. In the longer term staff will be requested to watch the website which will be updated on a regular basis.

Immediate Action to be taken or considered but these should only be carried out if safe to do so:

· Evacuation of building if in working hours – staff to take personal belongings including house keys, mobile phones,  essential records (see below) and contact information

· Set the telephone system to the on call phone via the website portal
· Lock records cabinets. Remove keys from site

· Staff to remove their cars from the car park if requested to do so
· Staff to be instructed to access business website on a regular basis for up to date information if sent home. Advise staff that the Cascade communication system may be initiated

· Ring the police and fire service if appropriate (see contact list) if buildings manager has not acted
· Ring the gas board and the electricity board if appropriate (safety) if buildings manager has not acted
· Ring the CCG and speak to a senior staff member (see contact list)

· Ring Clinical Supplier if necessary (See contact list)

· Ring telephone service provider (See contact list). Ensure number is still available with the suitably recorded message. Re-record special message if appropriate

· Ring landlord if buildings manager not present
· Post signs on the doors if appropriate

· Building Manager will turn off the gas, electricity and water, when appropriate 
· Ensure office is locked. Building Manager will deal with wider building issues
· Building Manager will set alarms if electricity still available

· Re-convene at remote ‘Emergency Control Centre’ location (see below)

· Lisa Carey, Business Development Manager to contact the website designer or initiate an update, or an emergency message

A contact list is at the end of this document including our normal contractors.

Evacuation of Building and the Emergency Services

This is in accordance with published fire orders. The Business Manager, Vee Scott or, in her absence, Lisa Carey, Business Development and Project Manager, will direct operations and the removal of equipment or records depending on the nature of the emergency. Staff will normally be instructed to return home and await further information. In the event of a bomb alert telephones and the fire bell will not be sounded and evacuation will be by word of mouth.

Establishing an Emergency Control Centre

For purposes of an emergency meeting and planning the Board and the Business Manager, Vee Scott or her deputy (see page 11) will convene at the alternative location as soon as possible following the event. This will be the command centre until suitable alternative accommodation has been arranged. A laptop or other suitable computer, printer and a telephone(s) will be available at that location. The address and telephone number is in the Contacts List below. Any outstanding action from the evacuation points above may be taken at this time.

Immediate Communication Issues

Staff should not make comments to the media and all enquiries should be referred to the nominated Board Member or Business Manager, Vee Scott, or her deputy (see page 11) in the first instance, who may decide to issue a basic and standard statement to prevent misrepresentation of facts.

Once the Control Centre has been established the following should be advised of the emergency, if not previously informed:

The emergency services

The CCG emergency planning officer

Staff not involved in the initial incident

All local practices

All local hospitals

All local pharmacies

Our insurers

And the phone number of the Control Centre should be given out to each.

Damage Assessment  

The Business Manager, Vee Scott, or her deputy (see page 11) will liaise with the emergency services to conduct an immediate assessment of the situation and determine the extent and likely duration of the emergency. A decision will then be taken as to the duration of the event and the emergency steps to be taken. Staff will then be advised using the cascade system.
The Business Manager, Vee Scott, or her deputy (see page 11) will liaise with the business insurers and other agencies to ensure that a swift and correct recovery is supported and achieved; including contact with the possible sources of alternative accommodation (see above).
Communication with staff
In the event of a major communication need, liaise with the telephone provider to get the message system changed to advise of the situation and to watch the website for up to date information.

2.2
Loss of Computer System

Short Term Loss

For short-term loss all staff will revert to a paper-based system and a paper record of any work undertaken. Clinicians will revert to paper records if available, and will implement paper notes recording individual consultations if not.

Loss of hardware is covered by the business insurance policy.
Long Term Loss

All data is held on an off site server, and will be accessible from another location if necessary.
2.3 
Loss of Access to Paper Records

The paper records are stored in a number of cabinets in the office, and are not protected from any untoward event. The cabinets are not fireproof at GDOC.  
If they were to be damaged in any way, records could be constructed from data held on the computer system.

The stationery required to construct the records may be obtained from the shared drive along with the name, address DOB for each member of staff. 

2.4 
Emergency Security of Non-Patient Procedural Records, Protocols and Clinical Guidelines and Information

Where time allows the following documents should be removed off-site for possible use elsewhere:

· Paper based records

· Letters and correspondence from today 

· Printed GP lists for today’s appointments and a full printed summary of each
· Blank prescription forms

Procedural records, protocols and clinical guidelines are maintained on the server. 
2.5
Hardware and Software Specifications

Full specifications of all IT equipment on the premises, including system details and installed software, is contained within the Information Asset Register located on our server.
2.6 
Essential Equipment

Where time allows the following equipment should be removed off site for possible use elsewhere:

	ITEM OF EQUIPMENT
	LOCATION GDOC 
	NOTES

	All personal mobile phones

	With individual staff
	

	Laptops

	In lockable cabinet in the office. One should be kept readily accessible to take quickly in an emergency
	It is imperative that one laptop with the clinical system installed on it is taken quickly in an emergency so that we can still operate


2.7
Loss of Telephone System 
GDOC telephone supplier: 

Short Term Loss

Contact the telephone supplier for the fault to be investigated. The contract requires a 4 hour response available 24 hours per day. Ring local surgeries and the CCG and advise them that we have a fault, give them an alternative contact number and explain what steps are being taken to restore the service. Use mobile phones if extra outgoing lines are needed. 

Long Term Loss

Ask the relevant telephone provider to divert all calls to company mobile or manage from the website portal. Staff will be advised that up to date information will be posted on the business website.
The telephone supplier maintains the telephone system under contract, and should be consulted immediately a problem arises and asked to attend if the property is still accessible. The system can be accessed remotely by computer link (if this is still available) and they can arrange remote reprogramming to divert calls to the appropriate mobile.  Lines are provided by BT.
Arrange, via the telephone system supplier, to divert the main number to the company mobile. 
Staff calls would normally be directed to the temporary accommodation which can be manned by administration staff.

2.8
Loss of Electricity Supply
In the event of a power failure within the building ask the Concierge/caretaker to check the main fuse box. The fuse box for GDOC is located in the electrical cupboard accessed from the car park.  
If the fuse box is not the cause of the problem, the Concierge/caretaker should contact the electricity supply company for Eastgate House. 
The business is reliant on electricity to power the building.
In the event of a power failure, the following systems will not work:

Computers

Telephone

Heating

Refrigerators 

Lighting (except emergency lights)

If the power does fail the office should be secured, and any resultant issues managed as under Section 2.1 above.

The computers in the offices and other parts of the building should be switched off at the sockets, if safe to do so, to prevent damage when the power is restored.
2.9
Loss of Gas Supply

In the event of a gas leak in the building, the Concierge/caretaker should isolate the supply.  The shut off valve at GDOC is located in the gas meter cupboard located by the lifts on the ground floor. Open windows and the building should normally be evacuated. Refer to Section 2.1 above for a summary of some of the procedures which may be considered.

The gas company Gazprom, should be called for GDOC.
The boiler supplies hot water as well as heating.


In the event of the heating failing, electric heaters can be used. Loss of hot water will pose a problem for hand washing – use the kettle or alternatively purchase a large boiler. 
2.10
Incapacity of Clinicians
If so many clinicians are incapacitated that GDOC is unable to supply locums to provide medical services or to open for its normal hours, the CCG should be informed as soon as possible.  Where possible, the Business Manager, Vee Scott, or her deputy (see page 11) will endeavour to arrange other locum cover [this may not be possible in the event of an epidemic such as influenza].  
A list of current locum doctors with full GMC / Defence / PCO certification is held on the shared drive. A back up copy will be available on the separate hard disk stored off site

should there be an emergency.
2.11 Incapacity of staff

As long as 25% of staff are available, limited and basic functions will still be performed.  If less than 25% are available, the business will run an emergency service only 
2.12
Loss of Water Supply

The stop valve for the water supply at GDOC can be found in the manhole located outside in the front of the main building.  Any problems contact the landlord or Caretaker – see contact list. 
2.13
Supplier Failure

Alternative suppliers are detailed on the contact list. Where a single supplier exists and the supplier is unable to deliver required supplies as expected then staff may be directed to other stakeholders in the area. 

2.14
Fire

This will be dealt with in accordance with the fire policy. Thereafter the provisions as detailed in Section 2.1 above may apply depending on the nature and extent of the fire.

2.15
Flood/Loss of Water Supply

Depending on the extent of the flood it may be necessary to implement the arrangements detailed under Section 2.1 above.
Internal Flood

In the event of an internal flood, the building manager will turn off the water supply.  The affected section of the building will be closed and essential work will be undertaken in the available rooms. 
While the water supply is off, water should be conserved. Toilet flushing should be reduced (disinfectant used rather than flushed where possible). Anti-bacterial soap (which cleans hands without the need for water) should be placed beside all washbasins. Bottled water should be available for drinking.

Contact our insurers – see contact list. 
2.16  
External Flood

In the event of an external flood, the building will normally be part of a wider externally flooded area and will be closed. The procedures above relating to Loss of Building should be followed (Section 2.1 above), and in addition it will be necessary to liaise with the Environment Agency to ensure that the building is hygienically clean (overflow of drains and sewer system) prior to the building being re-opened. 

2.17
Epidemic / Pandemic

In the event of an official alert the Business Manager, Vee Scott, or her deputy (see page 11) will liaise with the Emergency Planning Officer at the CCG to ensure that the business conforms and co-operates with the joint efforts being made across the region to respond to the emergency. The Business Manager, Vee Scott, or a nominated person will secure immediate delivery of extra clinical supplies to include masks, gloves, gowns as appropriate for GP and Nursing Staff.  
The Business Manager, Vee Scott, or her deputy (see page 11) will liaise with the locality clusters where pandemic arrangements have been made.

The Business Manager, Vee Scott, or her deputy (see page 11) will liaise with the Board and with Public Health to ensure a co-ordinated clinical response to the emergency and to initiate or confirm the arrangements by which staff will be informed, either directly from GDOC or via a central mailing. 

The Business Manager, Vee Scott, or her deputy (see page 11) and Board will consider short-term measures to ensure that as far as possible the risk of cross-infection is contained locally, and this may include a general communication to staff who suspect that they may be infected to stay at home. 

The Medical Director will consider the risk to front-line staff and may instruct the issue and wearing of protective clothes and masks, as appropriate. 
Consideration will be given, in liaison with the CCG Emergency Planning Officer, to the setting up of any additional clinics that are required to be supplied by GDoc. 
Subject to the above, the following specific actions will be taken:

· The business will suspend routine work, clinics, and peripheral activities and plan activities such that they may still be maintained with 25% of both administration and clinical staff absent through illness (25% is the expected impact during a pandemic)

· The business will approach other practices in the area with a view to merging operations for the duration in order to share the remaining available staff and clinicians and resources to deal with the situation. Where this occurs one of the Practice premises may become dedicated to the Pandemic symptomatic patients.

· A separate waiting area will be allocated to symptomatic patients. All door handles (which are one of the most common sources of contamination) are to be disinfected hourly

· All patients ringing to arrange to be seen will be asked if they have flu-like symptoms. Patients will be directed according to protocols established via the CCG
· Patients with symptoms will be advised that a friend or relation should collect the prescription

2.18
Response to Major Incident – Accident / Terrorism

In the event of a major incident the Business Manager, Vee Scott, or her deputy (see page 11) will liaise with the Emergency Planning Officer at the CCG to ensure that GDOC conforms and co-operates with the joint efforts being made across the region to respond to the emergency. The Business Manager or a nominated person will secure immediate delivery of any appropriate supplies needed.
The Business Manager, Vee Scott, or her deputy (see page 11) will support the clusters with any cancellations of routine appointments and clinics and arrange, if appropriate, for locum support needed to provide immediate cover. Consideration will be given to the securing of locum services by contacting the locums available within the current locum list to be on-site in the event that they are needed.

Supplier Contact List – GDOC 
	
	GDOC 

	IT Service Desk 
	Internal IT queries 
	0300 422 2808

	Telephone Hardware 

Telephone Software
	CHESS – A/C GD100081
	08447704219 Fault Support

08447706060 Customer Service

	Insurance;-

Buildings Insurance

Contents Insurance

Computer Insurance

Public Liability Insurance

Legal cover Insurance                 


	BPW Insurance Services
	02920 762283

	Public Health England 
	 Fax: 0117 930 0205
	0300 3038162

	Stationery and Office supplies
	Proactive
	01452 723232

	Environmental Health 
	Gloucester City Council 
	01452 396396

	Police – Emergency 
	
	999 or 112

	Police – non-emergency 
	
	101

	Police – Anti Terrorist 
	
	0800 789 321
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Full Staff Contact List 
Staff Phone Numbers 
	Name


	Phone No. 

	Vee Scott
	01452 389305
	veescott@nhs.net

	Kevin Fowell
	01452 389304
	Kevin.fowell@nhs.net

	Karen Pitney
	01452 389307
	Karen.pitney@nhs.net

	Lisa Carey
	01452 389308
	Lisa.carey4@nhs.net

	Lisa Gallaher
	01452 389303
	Lisa.gallagher3@nhs.net

	Trish Boocock
	01452 389301
	Patricia.boocock@nhs.net

	Maria Wear
	01452 389302
	Maria.wear@nhs.net

	Jess Sciberras
	
	Jess.sciberras@nhs.net

	Kate Walton
	
	Kate.walton1@nhs.net

	Jo Bayley
	
	j.bayley@nhs.net

	Allen Mawby
	01452 389306
	Allen.mawby@nhs.net


KEY COMPUTER SAVED FILES AND THEIR LOCATIONS 
	OWNER
	ORIGINAL LOCATION
	BACKUP LOCATION
	CONTENTS OF FILE

	Trish Boocock
Finance Officer
	PM S Drive 
	 S drive
	Payroll backups.

Staff personal records.

Accounts backup

All other management non-clinical files

	Kevin Fowell

Operations Lead 
	S Drive / Software data
	Portable external backup S Drive / PM Documents
	Technical hardware and software specifications of all IT equipment within software backup


CCG AND HEALTH SERVICE CONTACT LIST

	CCG Emergency Planning and Response Manager 
	Giles De Burgh 0300 421 1463

	Primary Care Director of Commissioning 
	Helen Goodey 0300 421 1500

	Pharmacy Advisor Head of Medicines Management 
	Teresa Middleton 0300 421 1735

	Associate Director, Patient and Public Engagement 
	Becky Parish 0300 421 1513

	CCG IM&T Manager 
	Donald Clements 0300 421 1500

	Director of Public Health 
	Shona Arora, Gloucestershire County Council 01452 300392

	Public Health England 
	0300 3038162 / Fax: 0117 930 0205

	Locality Implementation Manager 
	Andrew Hughes 0300 421 1654

	Complaints Manager PCO
	Jenny Kirby 0300 421 8100

	Local Hospital Switchboard
	0300 422 222222

	LMC
	01452 310706

	LPC
	0121 345 0904
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