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Policy Statement 

Gdoc Ltd are required to collect and process personal data/information relating to identifiable natural individuals (data subjects) as a consequence of their business activities. This information relates to employees, recruitment candidates, temporary staff, GPs, nurses, patients, suppliers and other individuals with whom GDoc communicates and does business. The lawful collection and processing of individuals’ personal data will only be conducted in relation to a contract between the individual and GDoc, or in order to meet legal obligations and legitimate business interests. In conjunction with this GDoc will also request explicit consent from the individual. 
Where this is not the case collection/processing will not take place. In the UK, the collection and processing of personal data is regulated by the General Data Protection Regulation (GDPR), previously the Data Protection Act 1998 (DPA) prior to 25th May 2018, and the Regulatory Authority for data protection is the Information Commissioner’s Office (ICO) with whom GDoc are registered as a Data Controller. 
GDoc is committed to ensuring that in conducting its business activities, it complies with the applicable data protection legislation referenced above, and expects all employees and Third Parties to share in this commitment. This commitment extends to the effective implementation of this Policy, which has been developed in accordance with the GDPR and guidance/good practice published by the ICO. GDoc will treat any breach of this Policy very seriously and reserves the right to take disciplinary action against any employee involved in such a breach. However, this Policy does not form part of an employee’s terms and conditions of employment. 
The Policy will be reviewed, and subsequently amended, at regular intervals, particularly upon changes to legislation or GDoc business activities. 
Purpose and Scope 
This Policy confirms GDoc’s commitment to ensure compliance with applicable data protection legislation, namely the GDPR, and, defines the data protection governance structure and organisational/technical measures implemented within the company. The Policy applies to all GDoc personnel (permanent, fixed term colleagues, both full and part-time, and temporary staff including GPs/nurses) located at all GDoc facilities or working remotely, who are processing personal data or special category data processed by, or on behalf of GDoc (a Data Processor), and in any format, from electronic and paper hard copy to voice recording format. 
Associated Policies and Procedures 
1. GDoc Information Governance Policy 
Key Definitions
1 Personal data 
Any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier (IP addresses) or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 
2 Special category data 
Any personal data which relates to: 
3. racial or ethnic origin; 
4. political opinions; 
5. religious or philosophical beliefs; 
6. trade union membership; 
7. processing of genetic data, biometric data for the purpose of uniquely identifying a natural person; 
8. data concerning health; or 
9. data concerning a natural person’s sex life or sexual orientation. 
3 Processing 
Any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 
4 Data controller 
The natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data.
5 Data processor 
A natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller. 
6 Data Subject 
Data subject means an individual who is the subject of personal data.
7 Personal Data Breach
A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes, and also means that a breach is more than just about losing personal data.
Data Protection Principals 
Under the GDPR there are six data protection principals, which define the main responsibilities for organsiations. GDoc, as a data controller, shall be responsible for, and be able to demonstrate, compliance with the principles. The principals are that personal data must be: 
10. processed lawfully, fairly and in a transparent manner in relation to individuals; 
11.collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes; 
12. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed; 
13.accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data is inaccurate, having regard to the purposes for which it is processed, and is erased or rectified without delay; 
14.kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and 
15.processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
Responsibilities 
1 Senior Leadership Team 
16.Provide executive level oversight of data protection matters within GDoc, with a reporting line through to the Board for reporting of any identified risks; 
17.Responsible for all day-to-day data protection matters, and for ensuring that personnel, contractors etc. in their area of responsibility manage personal data in accordance with this Policy and applicable parts of the GDPR; and 
18.Will endeavor to provide adequate resources to ensure compliance with this policy and the GDPR. 
2 Chief Executive Officer (CEO) 
19.Owns this Policy, and acts as the executive level ‘champion’ for data protection matters on the senior leadership team and in internal discussions; 
20.Is expected to lead and foster a culture that values and protects personal data; and 
21.Ensure the implementation of relevant data protection policies and procedures within GDoc. 
3 Line Managers (including Business Managers) 
22.Have responsibility for data protection compliance for personal data processed in their area of responsibility; 
23.Ensure that personnel in their area of responsibility fully understand the requirements of this Policy; and 
24.Ensure any suspected personal data breaches are reported to the Data Protection Officer. 
4 Data Protection Officer (DPO) – Business Manager 
25.GDoc’s primary point of contact with respect to data protection matters; 
26.Prepare and maintain this Policy, and maintains/inputs into any associated policies, procedures or documentation; 
27.Provide internal advice/guidance with respect to this Policy and data protection matters; 
28.Act as the primary point of contact in any liaison with the regulatory authority, the ICO; 29.Develop and deliver data protection training/briefs as necessary; 
30.Audit GDoc business activities as a means of monitoring compliance with this Policy and the GDPR; and 
31.Liaise with GP practices and NHS Digital with respect to the security of personal data handled on the GDoc IT system 
5 GDoc HR 
GDoc HR is to ensure, in consultation with the DPO, that all HR policies, procedures and systems comply with this Policy and the GDPR. 
6 GDoc personnel 
32.All personnel (permanent and fixed term employees, both full and part time, and temporary staff including GPs, Nurses) who process personal data are to ensure they comply with the requirements of this Policy and the GDPR; and 
33.Report any suspected breaches of this Policy and GDPR to their line manager. 
7 Third parties 
Third parties such as consultants, contractors or agents, undertaking work on behalf of GDoc involving personal data, must adhere to this Policy and comply with the GDPR. Provision will be made in contracts with external providers to ensure compliance with this Policy and GDPR. 
8 Data Subjects 
34.Provide consent for processing of personal data relevant to that data subject; and 
35.Ensure that personal data relevant to that data subject is accurate and is kept up to date. 
Lawful basis for processing Under the GDPR 
GDoc must have a lawful basis for processing of personal data. The personal data that is processed in the line of our business activates has been assessed against these conditions and the relevant lawful basis conditions are indicated below for the groups of personal data being processed.
Lawful basis for processing Personal data relating to GDoc data subjects 
Personal data relating to patients and their treatment subjects Contract: the processing is necessary for a contract between GDoc and the data subject, or because GDoc have asked the data subject to take specific steps before entering into a contract. 
Legal obligation: the processing is necessary for GDoc to comply with the law (not including contractual obligations). 
Legitimate interests: the processing is necessary for GDoc’s legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. GDoc HR also process special category data for GDoc personnel and this meets the lawful basis conditions relating to the field of employment, social security and social protection law, and to meet occupational health requirements. 
Whilst GDoc meet a number of conditions with respect to lawful processing, explicit consent for processing of a data subject’s personal details will be sought for processing. Data subjects will be issued with the relevant Fair Processing Notice, which will have incorporated into it a section for providing consent for processing. 
The Fair Processing Notice’s used are shown at Appendices A to D. 
The Fair Processing Notices will detail the following information where applicable and as a minimum: 
36.Details of the Data Controller (GDoc); 
37.The lawful basis for processing; 
38.What data is collected/processed and how/by whom this is collected; 
39.What is the purpose of processing and how the data will be processed; 
40.For what purpose and with whom the data will be shared/transferred; 
41.Details of any sharing/transfers outside of the UK; 
42.How long data will be held for; 
43.The data subjects rights under GDPR; 
44.Contact details of the GDoc DPO; and 
45.A means for the data subject to provide clear consent for processing. 
Individuals’ (data subjects) rights with respect to personal data 
1 Right to be informed 
Individuals have the right to be informed about the collection and processing of their personal data and this will be conducted at the time of collecting the data from them. The information provided will include the purposes for processing the data, retention periods for the data, and who it will be shared with, and will be concise, transparent, intelligible, easily accessible, and use clear and plain language. This information will be provided in the Fair Processing Notices referenced in 7.0 above. 
2 Right of access 
The right of access means that GDoc must be able to provide processing confirmation and access to an individual's data free of charge and provide it in a commonly used format - an electronic format if the request is made electronically. This right allows individuals to be aware of and verify the lawfulness of the processing. Where requests are manifestly unfounded or excessive, in particular because they are repetitive, GDoc can: 
46.charge a reasonable fee taking into account the administrative costs of providing the information; or 
47.refuse to respond. A request for access by the individual will take the form of a Subject Access Request, as defined at 8.9 below. 
3 Right to rectification 
Individuals are entitled to have their personal data rectified if inaccurate or incomplete and GDoc will respond to a rectification request within one calendar month if the request is not deemed complex. The request for rectification can be submitted verbally or in writing. 
4 Right to erasure 
The right to erasure, or ‘The right to be forgotten’, means that an individual can request that their personal data is removed or deleted securely where there is no compelling reason for possession and continued processing. Reasons can include: 
48.Where the personal data is no longer necessary in relation to the purpose for which it was originally collected/processed; 
49.When the individual withdraws consent; 
50.When the individual objects to the processing and there is no overriding legitimate interest for continuing the processing; 
51.The personal data was unlawfully processed (i.e. otherwise in breach of the GDPR); or 
52.The personal data has to be erased in order to comply with a legal obligation. The request for erasure of data can be submitted verbally or in writing and GDoc have one calendar month within which to respond. 
5 Right to restrict processing 
Individuals have the right to ‘block’ or restrict processing of personal data, in the following circumstances: 
53.Where an individual contests the accuracy of the personal data, GDoc will have to restrict the processing until the accuracy of the personal data has been verified; 
54.Where an individual has objected to the processing (where it was necessary for the performance of a public interest task or purpose of legitimate interests), and GDoc are considering whether the organisation’s legitimate grounds override those of the individual; 
55.When processing is unlawful and the individual opposes erasure and requests restriction instead; or 
56.If GDoc no longer require the personal data but the individual requires the data to establish, exercise or defend a legal claim. When processing is restricted, GDoc is permitted to store the personal data, but not use it. Any third parties that are also involved with the data about the restriction are to be informed of the restriction, and individuals are to be informed when any restriction on processing is removed. The request for restriction of processing can be submitted verbally or in writing and GDoc have one calendar month within which to respond. 
6 Right to data portability 
The right to data portability allows individuals to obtain and reuse their personal data across different services for their own purposes. 
The right only applies: 
57.to personal data an individual has provided to a controller; 
58.where the processing is based on the individual’s consent or for the performance of a contract; and 
59.when processing is automated. 
7 Right to object 
The right to object means individuals have the right to object to: 
60.processing based on legitimate interests or the performance of a task in the public interest/exercise of official authority (including profiling); 
61.direct marketing (including profiling); and 
62.processing for purposes of scientific/historical research and statistics. When this right is invoked GDoc must stop processing personal data immediately and at any time, with no exemptions or grounds to refuse. 
8 Rights in relation to automated decision making and profiling. 
Where processing operations constitute automated decision making (making a decision solely by automated means without any human involvement) including profiling (automated processing of personal data to evaluate certain things about an individual, such as insurance firms) individuals have the right not to be subject to a decision and must be able to obtain human intervention, express their point of view, and obtain an explanation of the decision and challenge it. This is not applicable to processing undertaken by GDoc. 
9 Subject access requests
 An individual making a subject access request, is to do so in writing to the DPO and GDoc have one calendar month within which to respond and provide the information. Where a requests are complex or numerous, the period to respond may be extended by a further two months. Where a request is made electronically, GDoc will provide the information in a commonly used electronic format. Whilst this information will be provided free of charge, a reasonable fee will be charged when a request is manifestly unfounded or excessive, and for requests for further copies of the same information. This charge will cover administration costs only. 
Data Collection
Data collected and reasons of processing 
1 GDoc personnel 
The personal data collected and processed with respect to GDoc personnel, in conjunction with the reasons for processing, is detailed at Appendix E I.2 GDoc personnel and others 
The personal data collected and processed with respect to staff is minimal and is as follows: 
63.Full name 
64.Date of Birth 
65.Gender (Optional) 
66.Ethnicity (Optional) 
67.Contact email 
68.Staff Number 
69.Job Title 
70.Terms of Service 
71.Performance data for job role 
72.ID 
This information is required for legitimate business reasons for the delivery of Gdoc business. Likewise, the minimal data provided by other personnel and contractors is required for legitimate business reasons, namely security clearance information for facility access and again IT account administration.
2 Sharing with and processing by third parties 
Within GDoc there is sharing of personal data to third parties for various security vetting and HR administration reasons. 
These are detailed below: 
Third party with whom data is shared Data subjects involved Reason for sharing UK Security Vetting GDoc personnel; Contractors Vetting applications and security vetting administration personnel; GDoc personnel Payroll and pensions administration; Occupational health provision; Provision/maintenance of IT; GDoc personnel Business travel management/ administration 
3 Monitoring of GDoc IT system 
In accordance with the NHS IT Acceptable Use Policy (AUP) NHS monitor all use of the IT system. The monitoring of system use is carried out to ensure that relevant policies and procedures are adhered to, the IT system is not misused or that any misuse is detected and that the security, confidentiality, integrity and availability of the IT system is not breached or threatened, or that any such breach or threat can be detected and/or investigated. 
4 Data retention 
In accordance with one of the principals of GDPR personal data processed by GDoc will not be retained any longer than is necessary for the purposes for which is being processed. Periods of data retention will be in accordance those defined in the Personal Data Retention Schedule shown at Appendix F. Once the periods defined in the schedule are exceeded the personal data will be destroyed/deleted.
Data Protection Governance and Organisation/Technical Measures
1 Governance and organisation Governance and organsisation with respect to data protection matters 
2 IT system/technical measures GDoc utilises a secure IT system for all business activities and this is provided and maintained by NHS Digital under contract. 
Personal data breach reporting 
Any personal data breaches, as defined in section 4.7 of this Policy are to be reported to the DPO by email without delay, and in accordance with the processes defined in the GDoc Information Governance Policy. Under the GDPR, GDoc is required to keep records of breaches and in certain circumstances is required to report these to the ICO. 
Compliance monitoring/audit 
Business activities across GDoc will be monitored for compliance with this Policy and the GDPR. This monitoring will take the form of audits conducted by the DPO on a regular basis. 
Policy review 
This Policy will be reviewed and amended as necessary following any changes in legislation or in company activities in order to maintain currency, or on an annual basis as a minimum. 
Further information 
GDoc has appointed a Business Manager as the Data Protection Officer (DPO) to oversee compliance with this Policy, Fair Processing Notices and subsequently the GDPR. Queries relating to this Policy or how GDoc handle personal data should be directed to the DPO as detailed below. E-mail: lisa.carey4@nhs.net  Individuals have the right to make a complaint at any time to the Information Commissioner’s Office (ICO), the UK regulatory authority for data protection issues. Guidance can be found at the following location: https://ico.org.uk/concerns/handling
Appendix A Fair Processing Notice and Privacy Notice for Employees, GPs, Nurses and contractors
  Fair Processing Notice 

Your information, what you need to know

This privacy notice explains why we collect information about you, how that information may be used and how we keep it safe and confidential.

Why we collect information about you

Health care professionals who provide you with care are required by law to maintain records about your health and any treatment or care you have received within any NHS organisation.  These records help to provide you with the best possible healthcare.

We collect and hold data for the sole purpose of providing healthcare services to our patients.  In carrying out this role we may collect information about you which helps us respond to your queries or secure specialist services. We may keep your information in written form and/or in digital form. The records may include basic details about you, such as your name and address. They may also contain more sensitive information about your health and also information such as outcomes of needs assessments.
Details we collect about you

The health care professionals who provide you with care maintain records about your health and any treatment or care you have received previously (e.g. NHS Trust, GP Surgery, Walk-in clinic, etc.). These records help to provide you with the best possible healthcare. 

Records which Gdoc may hold about you may include the following:

· Details about you, such as your address and next of kin

· Any contact the surgery has had with you, such as appointments, clinic visits, emergency appointments, etc.

· Notes and reports about your health

· Details about your treatment and care

· Results of investigations, such as laboratory tests, x-rays, etc.

· Relevant information from other health professionals, relatives or those who care for you

How we keep your information confidential and safe

Everyone working for the NHS is subject to the Common Law Duty of Confidence.  Information provided in confidence will only be used for the purposes advised with consent given by the patient, unless there are other circumstances covered by the law.   The NHS Digital Code of Practice on Confidential Information applies to all our staff and they are required to protect your information, inform you of how your information will be used, and allow you to decide if and how your information can be shared.  All our staff are expected to make sure information is kept confidential and receive annual training on how to do this.

NHS health records may be electronic, on paper or a mixture of both, and we use a combination of working practices and technology to ensure that your information is kept confidential and secure.  Your records are backed up securely in line with NHS standard procedures.  We ensure that the information we hold is kept in secure locations, is protected by appropriate security and access is restricted to authorised personnel.

We also make sure external data processors that support us are legally and contractually bound to operate and prove security arrangements are in place where data that could or does identify a person are processed.

We are committed to protecting your privacy and will only use information collected lawfully in accordance with:

· Data Protection Act 1998 

· Human Rights Act

· Common Law Duty of Confidentiality

· NHS Codes of Confidentiality and Information Security

· Health and Social Care Act 2015

We maintain our duty of confidentiality to you at all times. We will only ever use or pass on information about you if others involved in your care have a genuine need for it. We will not disclose your information to any third party without your permission unless there are exceptional circumstances (i.e. life or death situations), or where the law requires information to be passed on.

How we use your information 

Under the powers of the Health and Social Care Act 2015, NHS Digital can request personal confidential data from GP Practices without seeking patient consent. Improvements in information technology are also making it possible for us to share data with other healthcare providers with the objective of providing you with better care.

You may choose to withdraw your consent to personal data being used in this way. When we are about to participate in a new data-sharing project we will make patients aware by displaying prominent notices in the Practice and on our website at least four weeks before the scheme is due to start. Instructions will be provided to explain what you have to do to ‘opt-out’ of each new scheme.

You can object to your personal information being shared with other health care providers but if this limits the treatment that you can receive then the doctor will explain this to you at the time.

To ensure you receive the best possible care, your records are used to facilitate the care you receive. Information held about you may be used to help protect the health of the public and to help us manage the NHS.

Clinical audit 

Information may be used for clinical audit to monitor the quality of the service provided. Some of this information may be held centrally and used for statistical purposes. Where we do this we take strict measures to ensure that individual patients cannot be identified e.g. the National Diabetes Audit.

Clinical Research 

Sometimes your information may be requested to be used for research purposes – the surgery will always gain your consent before releasing the information for this purpose.

National Registries

National Registries (such as the Learning Disabilities Register) have statutory permission under Section 251 of the NHS Act 2006, to collect and hold service user identifiable information without the need to seek informed consent from each individual service user. 

Cabinet Office

The use of data by the Cabinet Office for data matching is carried out with statutory authority under Part 6 of the Local Audit and Accountability Act 2014. It does not require the consent of the individuals concerned under the Data Protection Act 1998. 

Data matching by the Cabinet Office is subject to a Code of Practice. 

Risk Stratification

Risk stratification is a process for identifying and managing patients who are most likely to need hospital or other healthcare services. Risk stratification tools used in the NHS help determine a person’s risk of suffering a particular condition and enable us to focus on preventing ill health and not just the treatment of sickness. Information about you is collected from a number of sources including NHS Trusts and from the Practice. A risk score is then arrived at through an analysis of your de-identified information using software managed by Sollis and hosted by South, Central & West Commissioning Support Unit and provided back to this practice.  If necessary we may be able to offer you additional services.  

Risk stratification is commissioned by the NHS Clinical Commissioning Group (CCG) in this area.  Section 251 of the NHS Act 2006 provides a statutory legal basis to process data for risk stratification purposes.  

If you do not wish information about you to be included in the risk stratification programme, please let us know. We can add a code to your records that will stop your information from being used for this purpose. 

Individual Funding Request 

An ‘Individual Funding Request’ is a request made on your behalf, with your consent, by a clinician, for funding of specialised healthcare which falls outside the range of services and treatments that CCG has agreed to commission for the local population. An Individual Funding Request is taken under consideration when a case can be set out by a patient’s clinician that there are exceptional clinical circumstances which make the patient’s case different from other patients with the same condition who are at the same stage of their disease, or when the request is for a treatment that is regarded as new or experimental and where there are no other similar patients who would benefit from this treatment. A detailed response, including the criteria considered in arriving at the decision, will be provided to the patient’s clinician.

Invoice Validation

Invoice validation is an important process. It involves using your NHS number to check the CCG that is responsible for paying for your treatment. Section 251 of the NHS Act 2006 provides a statutory legal basis to process data for invoice validation purposes. We can also use your NHS number to check whether your care has been funded through specialist commissioning, which NHS England will pay for. The process makes sure that the organisations providing your care are paid correctly.

Supporting Medicines Management

CCGs support local GP practices with prescribing queries which generally don’t require identifiable information.  CCG pharmacists work with your practice to provide advice on medicines and prescribing queries, and review prescribing of medicines to ensure that it is safe and cost-effective.  Where specialist support is required e.g. to order a drug that comes in solid form, in gas or liquid, the CCG medicines management team will order this on behalf of the practice to support your care.

Safeguarding

To ensure that adult and children’s safeguarding matters are managed appropriately, access to identifiable information will be shared in some limited circumstances where it’s legally required for the safety of the individuals concerned.
Summary Care Record (SCR)

The NHS in England uses a national electronic record called the Summary Care Record (SCR) to support patient care.   It contains key information from your GP record.  Your SCR provides authorised healthcare staff with faster, secure access to essential information about you in an emergency or when you need unplanned care, where such information would otherwise be unavailable.

Summary Care Records are there to improve the safety and quality of your care.  SCR core information comprises your allergies, adverse reactions and medications. An SCR with additional information can also include reason for medication, vaccinations, significant diagnoses / problems, significant procedures, anticipatory care information and end of life care information.   Additional information can only be added to your SCR with your agreement.  

Please be aware that if you choose to opt-out of SCR, NHS healthcare staff caring for you outside of this surgery may not be aware of your current medications, allergies you suffer from and any bad reactions to medicines you have had, in order to treat you safely in an emergency. Your records will stay as they are now with information being shared by letter, email, fax or phone.

If you wish to opt-out of having an SCR please return a completed opt out form to your registered practice.

Local sharing via Joining Up Your Information (JUYI)

Your patient record is held securely and confidentially on our electronic system. We want to provide you with the best care possible.  If you require attention from a health professional such as an Emergency Department, Minor Injury Unit or Out Of Hours location, those treating you are better able to give appropriate care if some of the information from your GP patient record is available to them. This information can be locally shared electronically via the JUYI system.
The information is only used by authorised health and social care professionals in Gloucestershire-based organisations, involved in your direct care.  Your permission will be asked before the information is accessed, unless the health and social care user is unable to ask you and there is a valid reason for access, which will then be logged.  

If you do not wish to share your medical records outside of your practice you can opt out at any time by contacting the practice, but this might impact the care you receive.

Data Retention 

We will approach the management of patient records in line with the Records Management NHS Code of Practice for Health and Social Care which sets the required standards of practice in the management of records for those who work within or under contract to NHS organisations in England, based on current legal requirements and professional best practice. 

Who are our partner organisations?

We may also have to share your information, subject to strict agreements on how it will be used, with the following organisations:

· NHS Trusts

· GP Practices

· Specialist Trusts

· Independent Contractors such as dentists, opticians, pharmacists

· Private Sector Providers

· Voluntary Sector Providers

· Ambulance Trusts

· Clinical Commissioning Groups

· Social Care Services

· Local Authorities

· Education Services

· Fire and Rescue Services

· Police

· Other ‘data processors’

We will never share your information outside of health partner organisations without your consent unless there are lawful circumstances such as when the health or safety of others is at risk, where the law requires it or to carry out a statutory function.

Within the health partner organisations (NHS and Specialist Trusts) and in relation to the above mentioned purposes – Risk Stratification, Invoice Validation, Supporting Medicines Management, Summary Care Record – we will assume you are happy for your information to be shared unless you choose to opt-out (see below).

This means you will need to express an explicit wish not to have your information shared with the other NHS organisations; otherwise they will be automatically shared. We are required by law to report certain information to the appropriate authorities. This is only provided after formal permission has been given by a qualified health professional. There are occasions when we must pass on information, such as notification of new births, where we encounter infectious diseases which may endanger the safety of others, such as meningitis or measles (but not HIV/AIDS), and where a formal court order has been issued.  Our guiding principle is that we are holding your records in strictest confidence.

Your right to withdraw consent for us to share your personal information (Opt-Out)

If you are happy for your data to be extracted and used for the purposes described in this fair processing notice then you do not need to do anything.  If you do not want your information to be used for any purpose beyond providing your care you can choose to opt-out. If you wish to do so, please let us know so we can code your record appropriately.   We will respect your decision if you do not wish your information to be used for any purpose other than your care but in some circumstances we may still be legally required to disclose your data. 

There are two main types of opt-out. 

Type 1 Opt-Out

If you do not want information that identifies you to be shared outside the practice, for purposes beyond your direct care, you can register a ‘Type 1 Opt-Out’.  This prevents your personal confidential information from being used other than in particular circumstances required by law, such as a public health emergency like an outbreak of a pandemic disease.

Type 2 Opt-Out

NHS Digital collects information from a range of places where people receive care, such as hospitals and community services. If you do not want your personal confidential information to be shared outside of NHS Digital, for purposes other than for your direct care, you can register a ‘Type 2 Opt-Out’.   For further information about Type 2 Opt-Outs, please contact  NHS Digital Contact Centre at enquiries@hscic.gov.uk referencing ‘Type 2 Opt-Outs – Data Requests’ in the subject line; or call NHS Digital on (0300) 303 5678; or visit the website http://content.digital.nhs.uk/article/7092/Information-on-type-2-opt-outs
If you wish to discuss or change your opt-out preferences at any time please contact your registered practice manager.

Access to your information 

Under the Data Protection Act 1998 everybody has the right to see, or have a copy, of data we hold that can identify you, with some exceptions.  You do not need to give a reason to see your data, but you may be charged a fee.

If you want to access your data you must make the request in writing.  Under special circumstances, some information may be withheld.  If you wish to have a copy of the information we hold about you, please contact: gdoc@nhs.net
Change of Details

It is important that you tell the person treating you if any of your details such as your name or address have changed or if any of your details are incorrect in order for this to be amended. Please inform us of any changes so our records for you are accurate and up to date.

Mobile telephone number

If you provide us with your mobile phone number we may use this to send you reminders about your appointments or other health screening information. Please let us know if you do not wish to receive reminders on your mobile.

Notification

The Data Protection Act 1998 requires organisations to register a notification with the Information Commissioner to describe the purposes for which they process personal and sensitive information.

We are registered as a data controller and our registration can be viewed online in the public register at:  http://ico.org.uk/what_we_cover/register_of_data_controllers
Any changes to this notice will be published on our website and in a prominent area at the Practice. 

Complaints

If you have concerns or are unhappy about any of our services, please contact Vee Scott, Business Manager.

For independent advice about data protection, privacy and data-sharing issues, you can contact: 

The Information Commissioner 

Wycliffe House 

Water Lane 

Wilmslow 

Cheshire 

SK9 5AF 

Phone: 0303 123 1113 Website: www.ico.gov.uk 

Further Information

Further information about the way in which the NHS uses personal information and your rights in that respect can be found here: 
The NHS Care Record Guarantee  

The NHS Care Record Guarantee for England sets out the rules that govern how patient information is used in the NHS, what control the patient can have over this, the rights individuals have to request copies of their data and how data is protected under the Data Protection Act 1998. 

http://systems.digital.nhs.uk/infogov/links/nhscrg.pdf 

The NHS Constitution 

The NHS Constitution establishes the principles and values of the NHS in England. It sets out the rights patients, the public and staff are entitled to.  These rights cover how patients access health services, the quality of care you’ll receive, the treatments and programmes available to you, confidentiality, information and your right to complain if things go wrong. 

https://www.gov.uk/government/publications/the-nhs-constitution-for-england 
NHS Digital

NHS Digital collects health information from the records health and social care providers keep about the care and treatment they give, to promote health or support improvements in the delivery of care services in England.

http://content.digital.nhs.uk/article/4963/What-we-collect 

Reviews of and Changes to our Fair Processing Notice

We will keep our Fair Processing Notice under regular review. This notice was last reviewed in June 2018

GDPR Privacy notice for employees, workers and contractors of GDoc 

Data Controller: GDoc Ltd 

Data Protection Officer: 

Name: Lisa Carey 

E-mail: lisa.carey4@nhs.net
WHAT IS THE PURPOSE OF THIS DOCUMENT?  

 

GDoc Ltd (“we”, “us”, “our”, or “GDoc”) is committed to protecting the privacy and security of your personal information.

This privacy notice describes how we collect and use personal information about you during and after your working relationship with us, in accordance with our Data Protection Policy and the General Data Protection Regulation (“GDPR”).

It applies to all employees, workers and contractors of GDoc at all times.

GDOC AS A DATA CONTROLLER

 

GDoc is a “data controller”. This means that we are responsible for deciding how we hold and use personal information about you. We are required under data protection legislation to notify you of the information contained in this privacy notice.

 

This notice applies to current and former employees, workers and contractors. This notice does not form part of any contract of employment or other contract to provide services. 

 

It is important that you read and retain this notice, together with any other privacy notice we may provide on specific occasions when we are collecting or processing personal information about you, so that you are aware of how and why we are using such information and what your rights are under the data protection legislation.

 

DATA PROTECTION PRINCIPLES  

We will comply with data protection law, inclusive of the GDPR. This says that the personal information we hold about you must be:

1. Used lawfully, fairly and in a transparent way.

2. Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes.

3. Relevant to the purposes we have told you about and limited only to those purposes.

4. Accurate and kept up to date.

5. Kept only as long as necessary for the purposes we have told you about.

6. Kept securely.

THE KIND OF INFORMATION WE HOLD ABOUT YOU  

Personal data, or personal information, means any information about an individual from which that person can be identified. It does not include data where the identity has been removed (anonymous data).

There are “special categories” of more sensitive personal data which require a higher level of protection, such as information about a person’s health or sexual orientation.

 

We will collect, store, and use the following categories of personal information about you:

 

• Personal contact details such as name, title, addresses, telephone numbers, and personal email addresses.

• Date of birth.

• Gender.

• Marital status and dependants.

• Next of kin and emergency contact information.

• National Insurance number.

• Bank account details, payroll records and tax status information.

• Salary, annual leave, pension and benefits information.

• Start date and, if different, the date of your continuous employment.

• Leaving date and your reason for leaving.

• Location of employment or workplace.

• Copy of driving licence.

• Recruitment information (including copies of right to work documentation, references and other information included in a CV or cover letter or as part of the application process).

• Employment records (including job titles, work history, working hours, holidays, training records and professional memberships).

• Compensation history.

• Performance information.

• Information required for security vetting purposes (including immigration status details and any criminal record details).

• Disciplinary and grievance information.

• CCTV footage and other information obtained through electronic means such as smart card records. 

• Information about your use of our information and communications systems.

• Photographs.

• Results of HMRC employment status check, details of your interest in and connection with the intermediary through which your services are supplied.

We may also collect, store and use the following “special categories” of more sensitive personal information:

 

• Information about your race or ethnicity, religious beliefs, sexual orientation and political opinions.

• Trade union membership.

• Information about your health, including any medical condition, health and sickness records, including:

• where you leave employment and under any share plan operated by a group 
company the reason for leaving is determined to be ill-health, injury or disability, the records relating to that decision;

• details of any absences (other than holidays) from work including time on 
statutory parental leave and sick leave; and

• where you leave employment and the reason for leaving is related to your 
health, information about that condition needed for pensions and permanent health insurance purposes.

•  Information about criminal convictions and offences.

HOW IS YOUR PERSONAL INFORMATION COLLECTED?  

 

We collect personal information about employees, workers and contactors through the application and recruitment process, either directly from candidates or sometimes from an employment agency or background check provider. We may sometimes collect additional information from third parties including former employers, or other background check agencies amongst other sources (where we collect this information you will be informed and consent requested where applicable by law).

 

We may also collect personal information from the trustees or managers of pension arrangements operated by parent or group companies.

 

We will collect additional personal information in the course of job-related activities throughout the period of you working for us (where we collect this information you will be informed and consent requested where applicable by law).

HOW WE WILL USE INFORMATION ABOUT YOU  

We will only use your personal information when the law allows us to. Most commonly, we will use your personal information in the following circumstances:

1. Where we need to perform the contract we have entered into with you.

2. Where we need to comply with a legal obligation.

3. Where it is necessary for our legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests.

We may also use your personal information in the following situations, which are likely to be rare:

1. Where we need to protect your interests (or someone else’s interests).

2. Where it is needed in the public interest or for official purposes.

Situations in which we will use your personal information

 

We need all the categories of information in the list above primarily to allow us to perform our contract with you and to enable us to comply with legal obligations. In some cases we may use your personal information to pursue legitimate interests of our own or those of third parties, provided your interests and fundamental rights do not override those interests. The situations in which we will process your personal information are listed below. 

• Making a decision about your recruitment or appointment.

• Determining the terms on which you work for us.

• Checking you are legally entitled to work in the UK.

• Paying you and, if you are an employee or deemed employee for tax purposes, deducting tax and National Insurance contributions (NICs).

• Providing you with any benefits of your role.

• Enrolling you in a pension arrangement in accordance with our statutory automatic enrolment duties.

• Liaising with the trustees or managers of a pension arrangement operated by a group company, your pension provider and any other provider of employee benefits.

• Administering the contract of employment we have entered into with you.

• Business management and planning, including accounting and auditing.

• Conducting performance reviews, managing performance and determining performance requirements.

• Making decisions about salary reviews and other compensation.

• Assessing qualifications for a particular job or task, including decisions about promotions.

• Gathering evidence for possible grievance or disciplinary hearings.

• Making decisions about your continued employment or engagement.

• Making arrangements for the termination of our working relationship.

• Education, training and development requirements.

• Dealing with legal disputes involving you, or other employees, workers and contractors, including accidents at work.

• Ascertaining your fitness to work.

• Managing sickness absence.

• Complying with health and safety obligations.

• Security vetting purposes.

• To prevent fraud.

• To monitor your use of our information and communication systems to ensure compliance with our IT policies.

• To ensure network and information security, including preventing unauthorised access to our computer and electronic communications systems and preventing malicious software distribution.

• To conduct data analytics studies to review and better understand employee retention and attrition rates.

• Equal opportunities monitoring.

Some of the above grounds for processing will overlap and there may be several grounds which justify our use of your personal information.

If you fail to provide personal information

 

If you fail to provide certain information when requested, we may not be able to perform the contract we have entered into with you (such as paying you or providing a benefit), or we may be prevented from complying with our legal obligations (such as to ensure the health and safety of our workers).

 

Change of purpose

 

We will only use your personal information for the purposes for which we collected it, unless we reasonably consider that we need to use it for another reason and that reason is compatible with the original purpose. If we need to use your personal information for an unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so.

 

Please note that we may process your personal information without your knowledge or consent, in compliance with the above rules, where this is required or permitted by law.

 

HOW WE USE PARTICULARLY SENSITIVE PERSONAL INFORMATION  

“Special categories” of particularly sensitive personal information require higher levels of protection. We need to have further justification for collecting, storing and using this type of personal information. We have in place an appropriate policy document and safeguards which we are required by law to maintain when processing such data. This ensures that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed except by its employees in the performance of their duties.
We may process special categories of personal information in the following circumstances:

1. In limited circumstances, with your explicit written consent.

2. Where we need to carry out our legal obligations or exercise rights in connection with employment.

3. Where it is needed in the public interest, such as for equal opportunities monitoring or in relation to our occupational pension scheme.

Less commonly, we may process this type of information where it is needed in relation to legal claims or where it is needed to protect your interests (or someone else’s interests) and you are not capable of giving your consent, or where you have already made the information public.

 

Our obligations as an employer

 

We will use your particularly sensitive personal information in the following ways:

 

• We will use information relating to leaves of absence, which may include sickness absence or family related leaves, to comply with employment and other laws.

• We will use information about your physical or mental health, or disability status, to ensure your health and safety in the workplace and to assess your fitness to work, to provide appropriate workplace adjustments, to monitor and manage sickness absence and to administer benefits including statutory maternity pay, statutory sick pay, pensions and permanent health insurance.

• Should the option be available, and you apply for an ill-health pension under a pension arrangement operated by a group company, we will use information about your physical or mental health in reaching a decision about your entitlement.

• We will use information about your race or national or ethnic origin, religious, philosophical or moral beliefs, or your sexual life or sexual orientation, to ensure meaningful equal opportunity monitoring and reporting.

• We will use trade union membership information to pay trade union premiums, register the status of a protected employee and to comply with employment law obligations.

Do we need your consent?

 

To allow us to process your particularly sensitive data, we require your written consent. This notice provides you with the information we hold and the reason we need it, so that you can carefully consider whether you wish to consent. You should be aware that it is not a condition of your contract of employment with us that you agree to any request for consent from us. 

 

INFORMATION ABOUT CRIMINAL CONVICTIONS  

We may only use information relating to criminal convictions where the law allows us to do so. This will usually be where such processing is necessary to carry out our obligations and provided we do so in line with our Data Protection Policy.

Less commonly, we may use information relating to criminal convictions where it is necessary in relation to legal claims, where it is necessary to protect your interests (or someone else’s interests) and you are not capable of giving your consent, or where you have already made the information public.

 

We will only collect information about criminal convictions if it is appropriate given the nature of the role and where we are legally able to do so. Where appropriate, we will collect information about criminal convictions as part of the recruitment process or we may be notified of such information directly by you in the course of you working for us. 
We have in place an appropriate policy and safeguards, which we are required by law to maintain when processing such data.

 

Why might you share my personal information with third parties?

 

We will share your personal information with third parties where required by law, where it is necessary to administer the working relationship with you or where we have another legitimate interest in doing so.

 

Which third-party service providers process my personal information?

 

”Third parties” includes third-party service providers (including contractors and designated agents) and other entities within our group. The following activities are carried out by third-party service providers on behalf of GDoc: pension administration, benefits provision and administration, and IT services. 

We will share personal data regarding your participation in any pension arrangement operated by NHS or any related company with the trustees or scheme managers of the arrangement in connection with the administration of the arrangements.

 

How secure is my information with third-party service providers and other entities in our group?

 

All our third-party service providers and other entities in the group are required to take appropriate security measures to protect your personal information in line with recognised security/information Governance standards, and are assessed prior to any such undertakings. We do not allow our third-party service providers to use your personal data for their own purposes. We only permit them to process your personal data for specified purposes and in accordance with our instructions.

 

When might we share my personal information with other entities in the group?

 

We will share your personal information with other entities in the GDoc group (as part of our regular reporting activities on company performance), in the context of any financial auditing or corporate reporting. 

What about other third parties?

 

We may share your personal information with other third parties, for example in the context of the possible sale or restructuring of the business. In this situation we will, so far as possible, share anonymised data with the other parties before the transaction completes. Once the transaction is completed, we will share your personal data with the other parties if and to the extent required under the terms of the transaction.

 

We may also need to share your personal information with a regulator or to otherwise comply with the law. This may include making returns to HMRC, disclosures to auditors and disclosures to shareholders such as directors’ remuneration reporting requirements.

 

Transferring information outside the EEA

 

If we need to share your personal data with a recipient outside of the EEA (e.g. a professional advisor or third party required by our legitimate interests), we will ensure this is done in compliance with the GDPR or any related data protection legislation. If any of these transfers affect you, you may contact the DPO (Data Protection Officer) to obtain more precise information and a copy of the Data Protection Policy in line with your legal rights.

DATA SECURITY  

We have put in place measures to protect the security of your information. Details of these measures are available in our Data Protection Policy and Information Governance Policy and Instructions.

Third parties will only process your personal information on our instructions and where they have agreed to treat the information confidentially and to keep it secure.

We have put in place appropriate security measures to prevent your personal information from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your personal information to those employees, agents, contractors and other third parties who have a business need to know. They will only process your personal information on our instructions and they are subject to a duty of confidentiality. Details of these measures may be obtained from the DPO.

 

We have put in place procedures to deal with any suspected personal data breach and will notify you and any applicable regulator of a suspected breach where we are legally required to do so.

 

DATA RETENTION  

 

How long will you use my information for?

 

We will only retain your personal information for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements. 

 

In some circumstances we may anonymise your personal information so that it can no longer be associated with you, in which case we may use such information without further notice to you. Once you are no longer an employee, worker or contractor of the company we will retain and securely destroy your personal information.

Details of retention periods for different aspects of your personal information are available from the DPO.

RIGHTS OF ACCESS, CORRECTION, ERASURE, AND RESTRICTION  

 

Your duty to inform us of changes

 

It is important that the personal information we hold about you is accurate and current. Please keep us informed if your personal information changes during your working relationship with us.

 

Your rights in connection with personal information

 

Under certain circumstances, by law you have the right to:

 

• Request access to your personal information (commonly known as a “data subject access request”). This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it.

• Request correction of the personal information that we hold about you. This enables you to have any incomplete or inaccurate information we hold about you corrected.

• Request erasure of your personal information. This enables you to ask us to delete or remove personal information where there is no good reason for us continuing to process it. You also have the right to ask us to delete or remove your personal information where you have exercised your right to object to processing (see below).

• Object to processing of your personal information where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground. You also have the right to object where we are processing your personal information for direct marketing purposes.

• Request the restriction of processing of your personal information. This enables you to ask us to suspend the processing of personal information about you, for example if you want us to establish its accuracy or the reason for processing it.

• Request the transfer of your personal information to another party.

If you want to review, verify, correct or request erasure of your personal information, object to the processing of your personal data, or request that we transfer a copy of your personal information to another party, please contact the Data Protection Officer in writing.

 

No fee usually required

 

You will not have to pay a fee to access your personal information (or to exercise any of the other rights). However, we may charge a reasonable fee if your request for access is clearly unfounded or excessive. Alternatively, we may refuse to comply with the request in such circumstances. We may need to request specific information from you to help us confirm your identity and ensure your right to access the information (or to exercise any of your other rights).

RIGHT TO WITHDRAW CONSENT  

 

In the limited circumstances where you may have provided your consent to the collection, processing and transfer of your personal information for a specific purpose, you have the right to withdraw your consent for that specific processing at any time. To withdraw your consent, please contact the DPO. Once we have received notification that you have withdrawn your consent, we will no longer process your information for the purpose or purposes you originally agreed to, unless we have another legitimate basis for doing so in law.

 

DATA PROTECTION OFFICER  

 

We have appointed a Data Protection Officer (“DPO”) to oversee compliance with our data Protection Policy, this Privacy Notice and subsequently the GDPR. If you have any questions about this privacy notice or how we handle your personal information, please contact the DPO. 

You have the right to make a complaint at any time to the Information Commissioner’s Office (ICO), the UK supervisory authority for data protection issues. You can find ICO guidance at:

https://ico.org.uk/concerns/handling/
 

CHANGES TO THIS PRIVACY NOTICE  

We reserve the right to update this privacy notice at any time, and we will provide you with a new privacy notice when we make any substantial updates. We may also notify you in other ways from time to time about the processing of your personal information.

 

If you have any questions about this privacy notice, please contact the Data Protection Officer.

 

	I,___________________________ (employee/worker/contractor name), acknowledge that on 

_________________________ (date), I received a copy of GDoc’s privacy notice for employees, workers and contractors and acknowledge that I have read and understood it. I also give consent for the continued use of my personal data for the purposes specified in this Privacy Notice



	Signature

………………………………………………



	Name



	…………………………………………………




GDOC LTD WEBSITE PRIVACY STATEMENT

GDoc Ltd (“we”, “us”, “our”, or “GDoc”) are committed to ensuring that the General Data Protection Regulations (‘GDPR’) are observed and compliance maintained at all times. This Notice ensures that where necessary any person can view GDoc’s fulfilment of the intentions of the GDPR, and the key principles to which it refers. We are committed to ensuring via the use of our Data Protection Policy, and other privacy notices we may give you in specific circumstances (including for recruitment purposes), that we explain clearly at all times how we will collect, store and use your personal data.

1. INTRODUCTION

This Privacy Statement sets out how GDoc handle the personal data of our customer, suppliers, employees, workers and other third parties including those within primary cre with whom we share our partnership or otherwise.

 

This Privacy Statement applies to all personal data we process regardless of the media on which that data is stored or whether it relates to past or present employees, workers, customers, clients or supplier contacts, shareholders, website users or any other data subject.

We may update this Privacy Statement from time to time depending on the development of the legislation or any related legislation, and we will ensure that this becomes available to be viewed on our website. For the purposes of this Privacy Statement, we refer to the European Data Protection Directive 95/46/EC and all laws that give effect to it, and from 25 May 2018, the GDPR acknowledging its direct effect, or any supplementing legislation.

Please take the time to read this Privacy Statement to ensure that you understand how we may process your personal data. 

2. SCOPE

We recognise that the correct and lawful treatment of personal data will maintain confidence in GDoc and will provide for successful business operations. Protecting the confidentiality and integrity of personal data is a critical responsibility that we take seriously at all times. 

GDoc is exposed to potential fines of up to EUR20 million (approximately £18 million) or 4% of total worldwide annual turnover, whichever is higher and depending on the breach, for failure to comply with the provisions of the GDPR.

 

All responsible parties, including employees, senior management and directorship of GDoc, are responsible for ensuring all GDoc Personnel comply with this Privacy Statement and need to implement appropriate practices, processes, controls and training to ensure such compliance. 

 

The Data Protection Officer (‘DPO’) is responsible for overseeing this Privacy Statement and, as applicable, developing related policies and privacy guidelines. Our nominated DPO can be found under these details:


Email: Lisa.carey4@nhs.net
3.  INFORMATION WE MAY COLLECT

We may collect and process information about you through various means, including:

· In the course of carrying out any business with you

· Via the use of our website, including any job applications submitted

· By email

· By telephone or fax

· By other non-electronic means such as business card exchange or networking events

· Via the use of security at any of our sites, for example the use of CCTV

· Otherwise via any other means

 

We may collect, store, and use the following personal information about you:

· Personal contact details such as name, title, addresses, telephone numbers, and personal email addresses.

· Date of birth.

· Gender.

· Marital status and dependants.

· Next of kin and emergency contact information.

· National Insurance number.

· Bank account details, payroll records and tax status information.

· Location of employment or workplace.

· Copy of driving licence.

· Recruitment information (including copies of right to work documentation, references and other information included in a CV or cover letter or as part of the application process).

· Employment records (including job titles, work history, working hours, holidays, training records and professional memberships).

· Performance information.

· Disciplinary and grievance information.

· Information about your use of our information and communications systems.

· Photographs.

· Results of HMRC employment status check, details of your interest in and connection with the intermediary through which your services are supplied.

Each time you visit our website, we may automatically collect the following information:

· Any web usage information (including IP addresses), browser types, or time zones

Where we hold any discussion with you via any medium, including telephone or email, we may keep a record of that correspondence.

4. HOW WE WILL USE THE INFORMATION YOU PROVIDE

We may use your information for the following purposes:

· For any reason allowed by law

· To manage our relationship with you, including the completion of contractual obligations or other obligations pursuant to any terms of business that we have with you

· To ensure that we are fully compliant with any related legislation including but not limited to carrying out anti-money laundering checks in line with obligations imposed by our banks, anti-bribery or Modern Slavery checks

· To process any job application submitted by you or by any person on your behalf

· Where it is pursuant to any other legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests

· To prevent any illegality as we feel is necessary.

5. GDPR PRINCIPLES

We ensure that we adhere, and are accountable, to the principles relating to the processing of personal data set out in the GDPR which requires your personal data to be:

· Processed lawfully, fairly and in a transparent manner

· Collected only for specific, explicit and legitimate purposes

· Adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed

· Accurate and where necessary kept up to date

· Not kept in a form which permits identification of any subject of any data for longer than is necessary for the purposes for which the data is processed

· Processed in a secure manner

· Not transferred to another country without appropriate safeguards in place

· Made available to you upon request subject to any Data Subject Request.

6. LEGAL BASIS FOR COLLECTING DATA

We rely on the following principles outlined in the GDPR to allow for data processing in specific purposes:

· Performance of, or entry into, a contract (for example an employment contract with you)

· Compliance with any legal obligation to which we are subject

· Where it is pursuant to any other legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests
· In certain circumstances, such as those in paragraph 4 above or where we need to process ‘special category data’, where we have obtained your express consent to do so. We will ensure that you are informed of your rights to withdraw at any time when we collect your consent.
7. CONSENT AND WITHDRAWAL RIGHTS

Where we process you’re personal data we will do so based on the consent that you have provided to us, and only for the purposes set out in this Statement.

You may withdraw your consent to this processing at any time by informing our DPO via the contact details in paragraph 2 above.

Where you have withdrawn your consent, we may still be able to process your personal data on other grounds which you will be informed of at the time (for example for compliance with any legal obligation).

8. YOUR RIGHTS
The GDPR, and other data protection legislation, gives you the right to access any information we hold about you. You are entitled, where applicable by law, to:

· Request access to your personal information (commonly known as a ‘data subject access request’) – this enables you to receive a copy of the information we hold about you, and to check that we are processing it lawfully

· Request correction of the personal information that we hold about you – this enables you to have any incomplete or inaccurate information we hold about you corrected

· Request erasure of your personal information – this enables you to ask us to delete or remove personal information where there is no good reason for us to continue processing it

· Object to processing of your personal information where we are relying on a legitimate interest (or those of a third party)

· Request the restriction of processing of your personal information – this enables you to ask us to suspend the processing of personal information about you
· Request the transfer of your personal information to another party.
You will not have to pay a fee to access your personal information (or to exercise any of your other rights above). However, we may charge a reasonable fee if your request for access is clearly unfounded or excessive. 

9.  
SENDING INFORMATION OUTSIDE OF THE EEA

If we need to share your personal data with any recipient outside of the European Economic Area (“EEA”) (e.g. for the purposes of professional services, or training), we will ensure that this is conducted in compliance with the GDPR or related data protection legislation.

Our personnel are occasionally permitted to access our systems when working remotely and abroad, including from jurisdictions outside the EEA. Where this occurs, they will be required to use our systems and access any personal data in accordance with our data protection policies, procedures and statements.

10. COMPLAINTS AND INFORMATION

If you wish to contact us for any reason regarding the use of your personal data, please contact our DPO at the contact details in section 2.

You also have the right to make a complaint to the Information Commissioner’s Office should you wish. For more information, please visit the ICO website at:

https://ico.org.uk/concerns/handling/
Appendix C Personal Data Retention Schedule

	Data description
	Period of retention
	Reason/justification for retention

	Human Resources

	Personnel files and training records (including disciplinary records and working time records)
	6 years after end of financial year in which employment ceases
	In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Wage/salary records (also overtime, bonuses, expenses)
	6 years after end of financial year to which transaction relates
	Statutory: Taxes Management Act

	Working time records
	6 years from date on which they were made
	Statutory: Working Time Regulations + In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Income tax and NI returns, income tax records and correspondence with HMRC
	6 years after the end of the financial year to which they relate
	Income Tax (Employments) Regulations + In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Inland Revenue/HMRC approvals
	Permanently
	In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	National minimum wage records
	6 years after the end of the pay reference period following the one that the records cover
	National Minimum Wage Act + In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Retirement Benefits Schemes – records of notifiable events, for example, relating to incapacity
	6 years from the end of the scheme year in which the event took place
	Retirement Benefits Schemes (Information Powers) Regulations

	Statutory Maternity Pay records, calculations, certificates (Mat B1s) or other medical evidence
	6 years after the end of the tax year in which the maternity period ends
	Statutory Maternity Pay (General) Regulations + In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Application forms and interview notes (for unsuccessful candidates)
	6 months to a year
	Because of the time limits in the various discrimination Acts, minimum retention periods for records relating to advertising of vacancies and job applications should be at least 6 months. A year may be more advisable as the time limits for bringing claims can be extended. Successful job applicants documents will be transferred to the personnel file in any event

	Money purchase details
	6 years after transfer or value taken
	In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Parental leave
	18 years from the birth of the child
	As above

	Pension scheme investment policies
	12 years from the ending of any benefit payable under the policy
	As above

	Pensioners' records
	12 years after benefit ceases
	As above

	Redundancy details, calculations of payments, refunds, notification to the Secretary of State
	6 years from the date of redundancy
	As above

	Senior executives' records (that is, those on a senior management team or their equivalents)
	Permanently 
	for historical purposes

	Statutory Sick Pay records, calculations, certificates, self-certificates
	6 years after the employment ceases
	In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Trade union agreements
	10 years after ceasing to be effective
	In accordance with guidance provided by Chartered Institute of Personnel and Development (CIPD)

	Finance

	Employee bank details for expense payments
	Duration of employment + 3 months
	HMRC requirements

	Hard copy employee expense claims which may include reference to medical/ health check types
	Duration of employment + 3 months
	HMRC requirements


Appendix D Processing Register

	Type of personal data
	HR administration, including payroll, 
	IT system access/monitoring
	Business administration, including business travel

	Work contact Details
	(
	(
	(

	Personal contact details (Full name, address etc.)
	(
	X
	(

	Date of birth
	(
	(
	(

	Nationality
	(
	X
	(

	NI number
	(
	X
	X

	Gender
	(
	X
	X

	Marital status
	(
	X
	X

	Bank details
	(
	X
	X

	Next of kin details
	(
	X
	X

	Passport number
	X
	X
	(

	Photographs
	X
	X
	(

	Criminal record details
	X
	X
	X

	Immigration details
	(
	X
	X

	Employment records
	(
	X
	X

	Job records
	(
	X
	X

	Absence records
	(
	X
	X

	Clearance records
	X
	(
	X

	Disciplinary and Grievance Records
	(
	X
	X

	Holiday records
	(
	X
	(

	Payroll records
	(
	X
	X

	Pension details
	(
	X
	X

	Performance and Development Records
	(
	X
	(

	TUPE records
	(
	X
	X

	Working time records
	(
	X
	X

	Ethnic origin
	(
	X
	X

	Religion
	(
	X
	X

	Limited Occ health data
	(
	X
	X

	Information relating to use of ICT systems
	X
	(
	X

	CCTV recordings
	X
	X
	X


